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Pupil Acceptable Usage Agreement & Online Safety Rules 
 
ICT and related technologies such as email, the Internet and mobile devices are an important part of our daily 
lives within school.  The rules outlined below are intended to make sure all pupils are safe and act responsibly 
when online. 
 
Westholme School expects pupils to comply with the following guidelines: 
 

 Primarily only use ICT systems in school, including the Internet, email, video/audio recording 
equipment, tablets, etc. for educational purposes. 

 

 Only use the school’s printers to print documents that are for educational purposes or related to 
school activities. 

 

 Never download or try to install software on school computers, laptops or tablets. 
 

 Only log on to the school network with your own username and password. 
 

 Never reveal your password to anyone. If you think someone else knows your password you should 
tell a member of the ICT Support Staff immediately so that your password can be changed.   

 

 Ensure that all ICT communications with pupils, teachers or others is responsible and sensible. You 
should never use language or act in a manner that could cause offence. 

 

 Be responsible for your behaviour when using the Internet. This includes the resources you access and 
the language you use.  

 

 Never deliberately browse, download, upload or forward material that could be considered offensive 
or illegal. If you accidentally come across any such material you should report it immediately to a 
teacher or member of the ICT Support Staff. You will not be disciplined for accidentally accessing 
inappropriate material as long as you report it straight away. 

 

 Never give out any personal information such as phone numbers or addresses.  
 

 Never access or attempt to access any online chat rooms, social networking or gaming sites. 
 

 Images of pupils or staff should only be taken if prior permission has been given. Such images should 
only be stored and used for school purposes. Images should not be distributed outside the school 
community without permission. Uploading images of staff to social networking sites is strictly 
forbidden. 
 

 On occasions it might be necessary for you to be included in photographs or videos for teaching or 
assessment purposes. If you have any concerns about being photographed or filmed for general school 
reasons you should raise these with your Head of Year. 

  

 Ensure that your use of IT, both in school and outside of school, on personal and school owned 
devices, will not cause Westholme School, staff, pupils or others distress or bring your or their 
character into disrepute. 
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 Respect the privacy and ownership of others’ online work at all times. 
 

 Never attempt to bypass the school’s Internet filtering system. It is there for your safety and block 
access to sites or material which is deemed inappropriate or offensive. On occasion this might result in 
legitimate use sites being blocked. In this event you should contact the ICT Support Team who will 
review the site and take the appropriate action to either unblock the site or explain why the site needs 
to remain blocked. 
 

 If you are a victim of online bullying or view content which you find upsetting or offensive, regardless 
of whether this happens inside of school or not, it is important that you report it. In school this could 
mean reporting something to your class teacher, form tutor, Head of Year or any other member of 
staff that you feel comfortable talking to. You can also report incidents online via Whisper 
(https://www.swgflwhisper.org.uk/report/WES7) or CEOP (https://ceop.police.uk/CEOP-Reporting/). It 
is important to remember that the School is here to support you and it is very important that you 
report any concerns you might have. 

 

 Be aware that your use of the Internet and other related technologies can be monitored and logged 
and can be made available to your teachers. 

 
These rules are designed to keep you safe online and if they are not followed, school disciplinary procedures 
will be followed and your parent/guardian may be contacted. 
 
 

Addendum (Updated 07/06/20) 
 
As we are all now using the internet more, including home learning (HL) platforms, the following has been 
added as an addendum to the existing student AUP: 
 

 This AUP which you signed in September is still current and valid so please remind yourself of its 
contents. This includes ensuring that your use of IT, both in school and outside of school, on personal 
and school owned devices, will not cause Westholme School, staff, pupils or others distress or bring 
your or their character into disrepute. 

 When using Microsoft Teams ‘chat’ remember that everyone in your class can see what you post 
including your teacher.  It is therefore very important that you think carefully before you post 
anything. Inappropriate comments will be dealt with and your parents may be informed. 

 Students are expected to attend all live lessons and form-time. If there is a valid reason as to why a 
student cannot attend then they should send an email to their teacher in advance.  

 Any recordings and live lessons must not, under any circumstances, be photographed, saved, 
forwarded or posted on any other online platform, including social media, without the permission of 
that member of staff. 

 Students must not leave a live lesson/form-time etc. without asking permission from the member of 
staff. 

 No family members should participate, pass comment or be present on camera during any live lessons, 
unless helping students set it up or deal with technical difficulties. 

 Students must not attempt to sabotage lessons in anyway (e.g. muting the member of staff). Any 
attempt to do so will result in serious sanctions being imposed, including a possible ban on access to 
further live lessons. 

 Students are expected to behave appropriately during live lessons, just as they are in school; 
respecting the teacher and other students' questions and comments. 
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 You must only ever use school channels to communicate with a member of staff. These channels are 
your school email address, Microsoft Teams and Class Charts. Members of staff will only ever use their 
school email address and the above channels to communicate with you. 

 
Your safety is of paramount importance. You are undoubtedly going to be spending more time online and this 
puts you at a higher risk of negative experiences. Online perpetrators looking to exploit young people are using 
this time of extra use to initiate more contact. People are stressed and struggling with the changes happening 
and feelings of isolation and they may take this out on other people online by being unkind and bullying.   

 

It is essential therefore, that you are aware of the following ways to report or raise concerns whilst online:  

 Childline - for support 
 UK Safer Internet Centre - to report and remove harmful online content 
 CEOP - for advice on making a report about online abuse 

 
You can also report concerns to your parents and members of staff at school via email or Microsoft Teams. 
Just because you are not seeing staff every day, does not mean they are not still there for you if you need 
them. If something is worrying you, whether it is something to do with being online or not, reach out. We will 

do everything we can to support you. 

 
(JSG - April 2020/June 2020) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.childline.org.uk/?utm_source=google&utm_medium=cpc&utm_campaign=UK_GO_S_B_BND_Grant_Childline_Information&utm_term=role_of_childline&gclsrc=aw.ds&&gclid=EAIaIQobChMIlfLRh-ez6AIVRrDtCh1N9QR2EAAYASAAEgLc-vD_BwE&gclsrc=aw.ds
https://reportharmfulcontent.com/
https://www.ceop.police.uk/safety-centre/

